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 The development of the digital era has transformed the 
paradigm of public financial management through process 
automation, transaction digitalization, and cross-system 
data integration. This transformation creates significant 
opportunities for efficiency but simultaneously introduces 
new risks in the form of digital fraud and threats to the 
integrity of state finances. This study aims to analyze the 
role of adaptive internal control and digital internal audit in 
preventing fraud within the Indonesian public sector. By 
reviewing empirical literature from the last five years, the 
findings indicate that the implementation of digital audit 
tools, e-governance, and real-time internal control systems 
enhances accountability, early detection, and public 
financial transparency. Moreover, the digital competence of 
auditors and technology governance emerges as key 
determinants of the effectiveness of adaptive auditing in 
addressing cyber risks and digital fraud. Strengthening these 
elements contributes to building a resilient public financial 
oversight framework capable of responding to increasingly 
complex digital threats. The results of this study are 
expected to reinforce technology-based supervision policies 
and support the development of internal control systems 
that remain robust in the face of rapid digital advancement 
across government financial processes. 
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1. Introduction 

Digital transformation has become a central pillar in the modernization of the 

public sector globally, including in Indonesia. The development of information 

technology has spurred the digitalization of government financial processes, 

encompassing planning, execution, reporting, and oversight of state finances. 

Through the implementation of e-budgeting, e-audit, and digital payment systems, 

the government strives to enhance bureaucratic efficiency, expand transparency, and 

strengthen public accountability. However, this rapid change also introduces new 

risks, particularly those related to data security, technology misuse, and the rise of 

complex, hard-to-detect digital fraud cases (Prasetyo, 2023). 

In the context of public finance, digital risks significantly impact the 

effectiveness of auditing and internal control. The use of cloud computing, big data 

analytics, and automated accounting systems can accelerate the audit process, but 

simultaneously create new vulnerabilities for potential financial data manipulation. 

Research indicates that the increase in cyber fraud cases in the public sector has 

eroded public trust in government institutions and magnified the need for adaptive 

internal control systems (Rashid, 2022). 

This shift in the risk landscape necessitates urgent reforms in government 

audit and oversight practices. Internal audit is no longer sufficient to merely focus 

on administrative compliance; it must also be capable of anticipating technology-

based risks. Auditors in the digital era are required to possess competence in data 

analysis, understanding information systems, and the ability to detect fraud patterns 

through digital audit software. This aligns with the findings of Rosli et al. (2020), 



 
 

 

3 | Pamong Praja  
 

who state that the digital competence of auditors and mastery of data-based audit 

technology have a positive relationship with the effectiveness of fraud prevention. 

Furthermore, traditional internal control, which focuses on manual 

procedures, is deemed inadequate in facing cyber-based threats. An adaptive 

internal control system model is required to respond dynamically to changes 

through the integration of artificial intelligence, early warning systems, and real-time 

monitoring mechanisms. A study by Putri et al. (2023) confirms that organizations 

capable of adjusting their internal control systems to digital risks exhibit better 

resilience in preventing and detecting fraud than organizations with conventional 

approaches. 

The phenomenon of digital fraud not only causes massive financial losses but 

also threatens the credibility of public institutions. Wibowo (2023) notes that the 

combination of weak internal control and low digital literacy among supervisory 

officials is often the main cause of failure to detect electronic-based transaction 

deviations. Therefore, enhancing human resource capacity is a crucial component in 

the fraud risk mitigation strategy in the digital era. Auditor technological competence 

and personal integrity play a vital role in building a highly competitive and 

transparency-oriented financial oversight system. 

Furthermore, synergy between technology and good governance must be 

strengthened so that the internal control system functions not only as a detection 

tool but also as a strategic preventive measure. The implementation of a digital-based 

audit system offers the potential to continuously monitor transactions and identify 

anomalies early on (Ginanjar & Syamsul, 2020). However, without supportive policy 
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design, even sophisticated technology will not be effective in curbing malpractices. 

Therefore, digital transformation in government financial management must be 

accompanied by an increase in ethical culture, accountability, and risk-based 

oversight. 

Thus, this research aims to examine the relationship between digital 

transformation, adaptive internal control systems, and fraud prevention in the public 

sector. This approach is expected to enrich the perspective on how the government 

can effectively manage digital risks through the implementation of technology-based 

internal audit and resilient adaptive control systems against cyber threats.  

2. Literature Review 

2.1. Digital Transformation in Public Financial Management 

Digital transformation has been a primary catalyst for reform in public sector 

financial management across various countries, including Indonesia. The 

digitalization of accounting, reporting, and financial oversight processes has 

accelerated efficiency, reduced manual intervention, and expanded access to public 

financial data in real-time. According to Nurdin et al. (2019), the application of 

digital-based internal control systems is capable of strengthening the principles of 

good governance by increasing the transparency and accountability of state budget 

management. 

The Indonesian government is gradually integrating systems such as e-

budgeting, e-audit, and e-reporting to create technology-based financial governance. 

However, the adoption of digital systems also introduces new challenges in the form 



 
 

 

5 | Pamong Praja  
 

of risks such as data leakage, manipulation of electronic transactions, and misuse of 

digital access. Wibowo (2023) emphasizes that financial digitalization without strong 

oversight can open new avenues for more sophisticated and hard-to-detect fraud. 

Therefore, strengthening institutional capacity in managing data and securing digital 

systems is an essential prerequisite for the success of public sector digital 

transformation. 

Research by Rosli et al. (2020) indicates that the adoption of digital technology 

in public financial audit and management can increase examination efficiency, but 

its successful implementation is highly dependent on the digital literacy of auditors 

and managerial policy support. Without such support, digitalization only yields 

administrative efficiency without a genuine increase in the effectiveness of financial 

oversight. Thus, digital transformation in public financial management must be 

balanced with improving the quality of human resources, updating regulations, and 

strengthening adequate cybersecurity systems. 

2.2. Adaptive Internal Control System 

The Internal Control System (SPI) is a crucial mechanism for ensuring the 

reliability of financial reports, the effectiveness of operations, and compliance with 

regulations. In the digital context, the SPI concept evolves into adaptive internal 

control systems that can adjust to technological changes and the dynamics of cyber 

risks. Putri et al. (2023) affirm that public organizations implementing technology-

based internal controls have a better ability to detect and prevent financial anomalies. 

Adaptive SPI encompasses three key elements: automation of control 

procedures, integration of data analysis, and real-time monitoring mechanisms. With 
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the aid of technologies like data analytics and machine learning, auditors can identify 

unusual transaction patterns that potentially indicate fraud. Rashid (2022) show that 

public organizations implementing data-based controls experience a significant 

increase in the effectiveness of fraud detection compared to traditional methods. 

However, the success of adaptive internal control systems is determined not 

only by technological sophistication but also by organizational readiness and the 

integrity of human resources. Prasetyo (2023) suggest that bureaucratic culture 

resistance to technological changes often hinders the optimal implementation of 

adaptive controls. Therefore, changes in work structure and continuous training for 

auditors are strategic steps in strengthening the effectiveness of internal control. The 

implementation of adaptive SPI also plays a critical role in building public trust in 

government institutions. When digital-based control systems are implemented 

consistently and transparently, the public will have greater confidence in the accuracy 

and honesty of state financial reports. Thus, adaptive SPI is not merely a technical 

tool but a core pillar in realizing public financial governance that is integrity-driven 

and resilient against digital risks. 

2.3. Digital Internal Audit and Fraud Prevention 

Internal audit has a strategic role in detecting and preventing financial fraud. 

In the digital era, the internal audit function evolves into digital audit, which is an 

audit process utilizing information technology and data analysis to identify potential 

deviations more quickly and accurately. Ginanjar and Syamsul (2020) explain that 

the use of digital audit technology, such as computer-assisted audit tools (CAATs) 

and continuous auditing systems, can shorten examination time and enhance the 
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effectiveness of abnormal transaction detection. Beyond speed, digital audit also 

expands the scope of oversight to areas previously difficult for manual auditors to 

reach. Putri et al. (2023) state that the integration between digital audit and strong 

internal control creates an effective synergy in preventing fraud, especially 

technology-based fraud like electronic data manipulation and digital fund diversion. 

However, the transition to digital audit demands an increase in auditor 

competence, in both technical aspects and professional ethics. Wibowo (2023) 

highlights that the lack of data analysis capability and understanding of information 

systems remains a significant constraint in Indonesian public institutions. Therefore, 

the development of auditor digital capacity must be a priority in the national audit 

reform strategy. Conceptually, digital internal audit contributes directly to fraud 

prevention by enhancing risk prediction capabilities and strengthening process 

transparency. When internal audit can operate automatically, data-based, and in real-

time, potential deviations can be identified earlier before escalating into major losses 

for the state. Thus, the implementation of digital internal audit is not just a 

technological innovation but an integral part of the national strategy to strengthen 

the accountability and integrity of public finance in the digital era. 

3. Methods 

The Systematic Literature Review (SLR) approach is utilized in this study to 

identify, assess, and synthesize various empirical findings related to the relationship 

between digital transformation, internal control systems, internal audit, and fraud 

prevention in the public sector. This process was conducted through four main 
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stages: (1) source identification, (2) literature selection, (3) data extraction, and (4) 

thematic analysis. The first stage, source identification, was performed by searching 

academic publications from Google Scholar, Research Gate and national journal 

databases indexed. The publication year range was limited to the five years period to 

ensure current relevance to the developments in audit digitalization and public 

financial governance.  

The initial search yielded over some articles discussing internal control, 

internal audit, and fraud prevention. However, after the screening process with 

inclusion criteria (relevant topic, clear methodology, and focus on the public sector 

or financial institutions), several selected articles were retained as the basis for 

analysis. The second stage, literature selection, considered the originality of the data 

and the context of implementation in Indonesia. Investigate the effectiveness of 

technology-based control systems in improving the efficiency of financial anomaly 

detection. 

The third stage, data extraction, involved identifying the main variables that 

appeared repeatedly in the literature: (a) the level of digital transformation 

implementation, (b) the adaptability of the internal control system, (c) the 

competence of digital auditors, and (d) the effectiveness of fraud prevention. These 

variables formed the basis for analyzing the relationships between concepts within 

the public financial context. The fourth stage, thematic analysis, found that the 

majority of studies affirm the importance of integrating digital technology and 

strengthening auditor capacity. This combination has been proven to enhance the 

accuracy of financial oversight and minimize opportunities for deviation. 
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Furthermore, the SLR results indicate that the implementation of continuous 

auditing and data-driven control systems is the new direction in managing digital 

fraud risk in government agencies. 

4. Results 

The results of the literature analysis indicate that digital transformation has 

brought about fundamental changes to the mechanisms of financial management in 

the public sector, both in terms of efficiency and the resulting risks. The 

digitalization of accounting, audit, and internal control processes drives the 

government to update working systems from manual to automated and integrated 

ones. This digitalization process accelerates the flow of financial information and 

enables faster and more transparent reporting. However, beneath this progress, new 

challenges arise in the form of cyber security risks, data misuse, and the increased 

complexity of fraud that exploits technology loopholes. 

Key findings from various studies confirm that traditional internal control 

systems based on manual procedures are no longer adequate to anticipate digital-

based threats. Nurdin et al. (2019) mention that internal control systems need to be 

adaptively updated to be able to respond to the risk dynamics arising from digital 

transformation. The application of e-control and data-driven monitoring is proven 

to enhance an organization’s capability in early detection of financial transaction 

irregularities. Such systems use automated algorithms to identify anomalies in 

accounting data, thereby reducing the space for financial report manipulation. 
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The literature results also affirm that the integration of digital technology in 

internal audit expands oversight capacity and accelerates the fraud detection process. 

Prasetyo (2023) found that auditors using digital audit tools are capable of identifying 

transactional errors up faster compared to manual methods. Technology-based audit 

not only improves time efficiency but also expands the scope of examination, 

including the analysis of non-financial data such as electronic traces and system 

activity logs. This approach allows auditors to assess the reliability of financial 

processes holistically and objectively. Besides improving efficiency, digitalization 

also strengthens public transparency through the broad availability of accessible 

financial data. The implementation of online-based financial systems enables 

continuous oversight across agencies and reduces the potential for moral hazard by 

limiting opportunities for manipulation and undisclosed transactions. Research by 

Bora et al. (2021) found that the adoption of internal control technology supported 

by real-time reporting significantly enhances public trust in local government 

accountability.  

Real-time reporting allows financial information to be monitored 

continuously, creating a more open and responsive oversight environment. This 

digital system also accelerates the reporting process and supports faster fiscal 

decision-making because financial data can be reviewed and analyzed at any moment. 

Moreover, digital platforms provide structured, traceable, and timely information, 

which improves the overall quality of financial management. As a result, 

digitalization contributes not only to operational improvements but also to stronger 
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governance practices, better transparency standards, and increased public 

confidence in the integrity of government financial processes. 

Despite the significant benefits of digitalization, several studies also highlight 

challenges in its implementation. Maharani (2023) assert that the effectiveness of 

adaptive control systems highly depends on the readiness of human resources, 

technological infrastructure, and organizational culture. Many public agencies still 

face a digital competency gap among auditors and financial staff. When the 

technological capability of auditors is inadequate, the implementation of digital 

systems can actually pose new risks, such as data input errors, information leaks, or 

even excessive reliance on software without manual validation. 

The aspect of auditor competence is a major highlight in various studies. Rosli 

et al. (2020) conclude that digital literacy and the ability to use modern audit 

technology significantly influence the auditor’s capability to detect and prevent 

fraud. Auditors who can integrate data analysis, system logs, and predictive modeling 

tend to be more effective in identifying suspicious transaction patterns. However, 

research also emphasizes the importance of the auditor’s personal integrity as an 

equally critical factor compared to technical proficiency. Good internal control does 

not only rely on systems and technology but also on the ethical commitment of the 

individuals managing it. 

The synthesis results also show that digital internal audit has a positive 

correlation with the effectiveness of fraud prevention in the public sector. A study 

by Wibowo (2023) in Islamic financial institutions indicates that the combination of 

digital audit and adaptive internal control can suppress deviation risk by up to 30%. 
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This finding is relevant to the government context because the risk patterns and 

control mechanisms are relatively similar: both require a balance between 

technology, governance, and auditor competence. Furthermore, the application of 

audit based on continuous monitoring is proven to accelerate the process of 

reporting non-compliance and encouraging corrective actions in real time. 

Aside from the operational perspective, the literature also highlights policy 

and governance dimensions. Ginanjar and Syamsul (2020) assert that digital-based 

financial oversight policies need to be designed systematically, considering data 

security, procedural transparency, and regulatory compliance. Mismatches between 

policy and practice in the field often lead to the weak effectiveness of digital audit. 

Therefore, digital transformation must be accompanied by regulatory updates and 

risk-based oversight so that the implemented systems can run consistently and 

efficiently. 

Another interesting finding relates to organizational culture and readiness for 

change. Maharani (2023) identified that resistance to technological change is the 

main inhibitory factor in the success of digital audit. In many public agencies, there 

is still a conservative paradigm that views digital audit only as a supplementary tool, 

not as the main foundation of modern oversight. This shift in mindset requires 

support from intensive training, effective organizational communication, and 

visionary leadership. Leadership that supports innovation will encourage faster 

acceptance of new technology and strengthen the synergy between auditors, 

management, and control systems. 
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Furthermore, the results of the literature analysis indicate that cross-agency 

collaboration and the use of big data represent emerging directions in public financial 

oversight. When government financial data is integrated across multiple agencies, 

the potential for redundancy, inconsistencies, and reporting errors can be 

significantly reduced. Cross-sector data integration also enhances the ability to 

identify early fraud indicators by enabling broader, real-time visibility across entities 

and financial activities. In addition, the application of big data analytics supports 

more accurate risk profiling, anomaly detection, and predictive assessments that 

strengthen fraud prevention efforts. However, this level of integration requires a 

robust cybersecurity framework and comprehensive data governance to ensure the 

confidentiality, integrity, and availability of information. Strong protection 

mechanisms are essential to safeguard sensitive financial data from cyber threats and 

unauthorized access.  

Effective data governance is also needed to establish clear protocols, 

accountability structures, and quality standards in managing shared information 

systems across the public sector. Overall, the SLR results show that the effectiveness 

of internal control and digital audit in preventing fraud depends on three main 

elements. First, the readiness of technology and digital infrastructure that supports 

the implementation of automated oversight systems. Second, the competence and 

integrity of auditors who understand the technical aspects and professional ethics in 

data-based auditing. Third, the government’s policy support for audit innovation and 

technology-based oversight. These three elements complement each other and form 

a resilient oversight framework against digital risks. 
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5. Discussion 

The results of the literature review reveal that digitalization in public financial 

management not only changes operational systems but also the paradigm of 

oversight and accountability of state finances. Digital transformation demands that 

government institutions adapt structurally and functionally. This shift requires close 

collaboration between technology, policy, and human resources. Thus, the 

effectiveness of internal control is no longer measured solely by administrative 

compliance but also by the system’s ability to detect, prevent, and respond to digital 

risks adaptively (Suhardjo et al., 2023). 

The integration of digital audit is proven to be a strategic component in 

building transparent financial governance. The use of computer-assisted audit tools 

(CAATs), data analytics, and continuous monitoring systems expands the auditor’s 

oversight capacity in tracing complex electronic transaction trails. Digital audit 

technology allows examinations to take place in real-time, so deviations can be 

identified faster than in conventional systems. However, the research also highlights 

that the adoption of audit technology without enhancing human competence only 

leads to procedural changes, not substantial transformation. Auditors who do not 

understand data analysis and cybersecurity may misinterpret digital audit results or 

ignore critical risk signals (Rosli et al., 2020). 

From the perspective of the internal control system, the research findings of 

Maharani (2023) affirm that the effectiveness of adaptive systems is determined by 

the extent to which the organization can adjust its control structure to technological 

risks. When public organizations are capable of integrating data-based automated 
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control and cybersecurity policies, the level of fraud detection increases significantly. 

Conversely, if control focuses only on manual procedures without a digital response 

mechanism, the system becomes vulnerable to manipulation. This indicates that 

good digital governance is not only oriented towards the use of technology but also 

towards the integration of policies, infrastructure, and organizational behavior. 

The aspect of organizational culture also influences the success of digital audit 

implementation. Many public agencies still face resistance to change, especially from 

employees accustomed to manual systems. The findings of Peng et al. (2021) show 

that this resistance can be minimized through transformational leadership and 

continuous training. When top management demonstrates a commitment to 

innovation, the level of acceptance of digital systems increases, and oversight 

effectiveness improves. In addition to internal factors, cross-agency collaboration 

and national data integration are important elements in strengthening digital fraud 

prevention. Bora et al. (2021) emphasize that cross-system oversight between 

agencies allows for early detection of suspicious transactions, particularly in the 

management of public funds involving various entities.  

The big data approach expands the audit scope and enables correlative 

analysis across government work units. Conceptually, the results of this study 

support the view that digital transformation is not merely a technical issue but also 

a change in bureaucratic values and behavior. Digital audit, adaptive internal control, 

and auditor competence form an interconnected ecosystem in preventing fraud. All 

three are only effective if supported by ethical governance, integrative policies, and 

adequate technological readiness. By strengthening these three aspects, the 
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Indonesian public sector can create a financial oversight system that is more 

transparent, efficient, and resilient against digital fraud risks. 

6. Conclusion 

Digital transformation in government financial management has a dual 

impact: on one hand, it increases efficiency, transparency, and accountability, but on 

the other hand, it introduces new risks in the form of increasingly complex digital 

fraud. Based on a systematic review of the literature from last five years, it is 

concluded that the effectiveness of fraud prevention in the digital era relies on three 

main factors: the quality of the adaptive internal control system, the capability of 

digital auditors, and responsive institutional policy support for technological 

developments. Internal control systems that leverage information technology are 

proven to enhance the capacity for early detection of suspicious transactions and 

strengthen data-based oversight mechanisms.  

Furthermore, the auditor’s mastery of technology is a crucial element for the 

optimal utilization of digital systems. Strengthening human resource capacity 

through continuous training and the implementation of data-based auditing are 

strategic steps in reinforcing the integrity of state finances. Therefore, the oversight 

strategy in the public sector must be oriented towards integrated, adaptive, and 

ethically grounded digital governance. The government needs to ensure that 

technological innovation proceeds in parallel with the strengthening of competence 

and adequate control policies, in order to realize a public financial system that is 

transparent, resilient, and free from the risks of digital fraud.  
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