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Cybersecurity governance in Indonesia faces persistent
challenges arising from institutional fragmentation, weak
coordination mechanisms, and limited enforcement
capacity. Although existing legal frameworks provide a
formal basis for regulating digital activities, their
effectiveness is constrained by the lack of integration among
institutional actors and processes. This study examines how
coordination, enforcement, and institutional capacity
interact to influence the effectiveness of cybersecurity
governance and proposes an integrated governance
approach to address these challenges. Using a normative
juridical method combined with systematic and sociological
approaches, the research analyzes governance structures
and their operational dynamics. The findings indicate that
fragmented institutional arrangements and insufficient
enforcement capacity lead to inconsistent policy
implementation and weak regulatory outcomes. The study
argues that integrating institutional roles, strengthening
coordination mechanisms, and embedding enforcement
capacity within governance design are essential for
improving regulatory effectiveness. It concludes that
integrated  governance provides a comprehensive
framework for enhancing cybersecurity governance and
ensuring coherent digital regulation in Indonesia.
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1. Introduction

The rapid expansion of digital technologies has significantly increased the
complexity of governance systems, particularly in the domain of cybersecurity where
regulatory, institutional, and operational dimensions intersect. As digital risks
become more dynamic and multidimensional, governments are required to establish
governance frameworks capable of integrating legal regulation, institutional
coordination, and enforcement mechanisms. However, the proliferation of
regulatory instruments and institutional actors often results in fragmented
governance structures that struggle to function cohesively. Haapasaari et al. (2021)
emphasize that integrated governance is essential for addressing complex policy
problems involving multiple actors and overlapping domains. Similarly, Peters
(2022) highlights that institutional design plays a critical role in shaping governance
outcomes, particularly in complex policy environments. These perspectives suggest
that governance effectiveness increasingly depends on the ability to integrate diverse
institutional components into a coherent system.

A key challenge in cybersecurity governance is the persistence of institutional
tragmentation, which limits coordination and reduces the effectiveness of regulatory
tframeworks. Fragmentation occurs when institutions operate within siloed
structures with limited interaction, leading to inconsistencies in policy
implementation. Vantaggiato et al. (2021) demonstrate that cross-departmental
collaboration is often constrained by institutional barriers that hinder coordination
and information sharing. Emerson and Nabatchi (2020) further highlight that

collaborative governance requires structured interaction and shared objectives
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among institutions to function effectively. In the absence of such coordination
mechanisms, governance systems become disjointed and inefficient. This results in
regulatory overlap, duplication of efforts, and inconsistent enforcement practices.
Consequently, fragmentation emerges as a fundamental constraint on cybersecurity
governance effectiveness.

In addition to coordination challenges, enforcement capacity plays a critical
role in determining whether regulatory frameworks can achieve their intended
objectives. Enforcement capacity encompasses the resources, expertise, and
institutional capability required to monitor compliance and apply sanctions
consistently. Chowdhury (2022) emphasizes that state capacity is a key determinant
of regulatory effectiveness, particularly in complex governance systems. Baldwin et
al. (2021) further argue that effective regulation depends on the ability of institutions
to design and implement enforcement mechanisms that ensure compliance.
However, in many contexts, enforcement capacity is limited by resource constraints,
lack of technical expertise, and organizational inefficiencies. These limitations reduce
the credibility of regulatory systems and weaken their deterrent effect. As a result,
enforcement gaps persist despite the presence of formal legal frameworks.

The complexity of cybersecurity governance further amplifies these
challenges due to the need for coordination among multiple institutions with diverse
roles and capabilities. Cybersecurity governance involves regulatory bodies, law
enforcement agencies, and technical institutions that must operate in a coordinated
manner to address evolving threats. Savas and Karatas (2022) highlight that

cybersecurity governance requires the integration of legal, technical, and
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organizational components to function effectively. Carr (2020) further demonstrates
that public—private collaboration is essential for addressing cybersecurity challenges
in national governance systems. However, overlapping institutional arrangements
and unclear authority often complicate coordination and resource allocation. This
creates a governance environment in which responsibilities are dispersed and
enforcement is inconsistent. Consequently, cybersecurity governance systems
struggle to respond effectively to digital risks.

Despite extensive research on governance fragmentation, enforcement
capacity, and cybersecurity regulation, these dimensions are often analyzed in
isolation rather than as interconnected components of a broader governance system.
This creates a gap in understanding how coordination, enforcement, and
institutional capacity interact to influence governance effectiveness. Aoki et al.
(2024) emphasize that whole-of-government approaches are necessary to overcome
institutional silos and improve policy coherence. Andarge and Lichtenberg (2020)
further highlight that enforcement effectiveness depends on consistent and
coordinated institutional action. These insights suggest that governance challenges
are systemic and require integrated solutions. However, there remains limited
research on how integrated governance can be operationalized within cybersecurity
contexts. Therefore, a comprehensive framework is needed to address these
interrelated challenges.

Based on these considerations, this study aims to analyze the challenges of
cybersecurity governance in Indonesia from the perspective of coordination,

enforcement, and institutional capacity, and to propose an integrated governance
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approach to improve regulatory effectiveness. Using a normative juridical method
combined with systematic and sociological approaches, the study evaluates the
interaction between institutional structures, enforcement mechanisms, and
governance outcomes. The analysis focuses on identifying how fragmentation,
capacity limitations, and coordination failures affect the performance of
cybersecurity governance systems. By integrating these dimensions, the study
provides a more comprehensive understanding of governance challenges and
potential solutions. Furthermore, it offers a framework for aligning institutional
roles, strengthening coordination mechanisms, and enhancing enforcement capacity.
Through this approach, the study contributes to the development of more effective

and coherent cybersecurity governance in Indonesia.

2. Literature Review

Integrated governance has become a central concept in addressing complex
policy challenges that involve multiple actors, overlapping mandates, and
interdependent institutional processes. It emphasizes the alignment of institutional
actions, coordination mechanisms, and policy objectives to achieve coherent
governance outcomes. Haapasaari et al. (2021) define integrated governance as a
framework for managing multidimensional problems through coordinated
institutional arrangements and shared goals. Similarly, Aoki et al. (2024) highlight
that whole-of-government approaches aim to overcome institutional silos by
promoting collaboration and integration across public sector entities. These

perspectives indicate that fragmentation undermines governance effectiveness by
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limiting coordination and coherence. As a result, integrated governance is
increasingly viewed as a necessary condition for effective policy implementation.
This suggests that governance systems must evolve toward more coordinated and
collaborative structures.

The role of coordination and collaborative governance is fundamental to the
functioning of integrated governance systems. Effective coordination enables
institutions to align their actions, share information, and collectively address
complex policy challenges. Emerson and Nabatchi (2020) emphasize that
collaborative governance requires structured interaction, shared objectives, and
mutual accountability among participating actors. Vantaggiato et al. (2021) further
demonstrate that overcoming institutional silos requires deliberate efforts to
enhance cross-departmental interaction and coordination. However, coordination is
often constrained by organizational barriers, competing priorities, and differences in
institutional culture. These constraints limit the ability of institutions to collaborate
effectively and produce coherent policy outcomes. Consequently, the effectiveness
of governance systems depends on the strength of coordination mechanisms.

Governance models and policy design play a critical role in shaping how
integrated governance systems operate in practice. Governance models provide the
structural framework through which institutions interact and implement policies,
while policy design determines how these interactions are organized and managed.
Pierre (2022) emphasizes that governance models must account for institutional
complexity and interdependence to ensure effective policy outcomes. Peters (2022)

turther highlight that institutional theory provides insights into how governance
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structures influence policy implementation and coordination. Asaduzzaman and
Virtanen (2023) argue that governance models must integrate both structural and
relational dimensions to address complex policy challenges. These perspectives
indicate that effective governance requires carefully designed institutional
trameworks that support coordination and integration. Therefore, governance
models are essential for enabling integrated governance systems.

Enforcement capacity and regulatory effectiveness are key components of
governance systems that determine whether legal frameworks can achieve their
intended objectives. Enforcement capacity includes the resources, expertise, and
institutional capability required to monitor compliance and apply sanctions
consistently. Andarge and Lichtenberg (2020) highlight that regulatory effectiveness
depends on the credibility and consistency of enforcement actions. Baldwin et al.
(2021) further argue that effective regulation requires well-designed enforcement
mechanisms that ensure compliance and deter violations. Chowdhury (2022)
emphasizes that state capacity significantly influences the ability of governments to
implement and enforce policies effectively. When enforcement capacity is limited,
regulatory systems fail to produce predictable and reliable outcomes. This indicates
that enforcement and capacity must be integrated into governance design to ensure
effectiveness.

The specific context of cybersecurity governance introduces additional
complexity due to the need for coordination among multiple institutions and the
integration of legal, technical, and organizational dimensions. Cybersecurity

governance involves diverse actors, including regulatory bodies, law enforcement
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agencies, and private sector stakeholders, which must operate collaboratively to
address evolving threats. Yusif and Hafeez-Baig (2021) propose a conceptual model
for cybersecurity governance that emphasizes the integration of institutional roles
and processes. Del-Real and Diaz-Fernandez (2022) further demonstrate that
overlapping institutional arrangements can complicate coordination and resource
allocation in cybersecurity governance. Savas and Karatas (2022) highlight that
effective cybersecurity governance requires alignment between regulatory
trameworks and institutional capabilities. Carr (2020) also emphasizes the
importance of public—private partnerships in strengthening cybersecurity strategies.
These perspectives indicate that integrated governance is particulatly important in
cybersecurity contexts, where coordination and capacity challenges are more

pronounced.

3. Methods

This study employs a normative juridical research method combined with
systematic and sociological approaches to analyze cybersecurity governance in
Indonesia from the perspective of institutional integration, coordination, and
enforcement capacity. The normative juridical approach is used to examine legal
trameworks governing cybersecurity, including the allocation of authority, regulatory
coordination, and enforcement responsibilities across institutions. This enables the
identification of how governance structures are formally designed and how
integration is addressed within existing legal instruments. However, as policy design

scholarship emphasizes, formal legal structures alone do not determine governance
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effectiveness. Peters (2022) highlights that institutional design influences policy
outcomes through its impact on coordination and implementation processes.
Therefore, this study extends beyond doctrinal analysis to evaluate how governance
systems operate in practice.

The systematic approach is applied to analyze the relationships between
institutional fragmentation, coordination mechanisms, and enforcement capacity
within Indonesia’s cybersecurity governance system. This involves examining how
institutions interact, where coordination failures occur, and how these factors
influence regulatory outcomes. Chowdhury (2022) emphasizes that state capacity
significantly affects governance performance, particularly in complex regulatory
environments. In addition, a sociological approach is used to assess patterns of
institutional  behavior, including collaboration, information sharing, and
enforcement practices. Emerson and Nabatchi (2020) highlight that effective
collaborative governance depends on structured interaction and shared objectives
among institutions. By integrating these approaches, the study captures both the
formal structure and practical operation of governance systems. This provides a
comprehensive basis for evaluating governance effectiveness and identitying

pathways for integration.

4. Results

4.1. Governance Challenges in Cybersecurity Regulation
The findings indicate that cybersecurity governance in Indonesia is

characterized by persistent institutional fragmentation and weak coordination
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mechanisms that limit regulatory effectiveness. Multiple institutions operate with
distinct mandates that are not fully aligned, resulting in siloed governance practices
and inconsistent policy implementation. Vantaggiato et al. (2021) demonstrate that
cross-departmental interaction is often constrained by institutional barriers that
hinder coordination and information sharing. Emerson and Nabatchi (2020) further
emphasize that collaborative governance requires structured interaction and shared
objectives to function effectively. In the absence of such coordination mechanisms,
institutions tend to operate independently, leading to inefficiencies and policy
inconsistencies. This indicates that fragmentation remains a fundamental constraint
on cybersecurity governance.

Coordination challenges are further exacerbated by institutional silos that
limit collaboration and prevent the alignment of regulatory objectives across
agencies. Haapasaari et al. (2021) highlight that integrated governance requires
coordinated institutional arrangements to address complex policy problems
effectively. However, Aoki et al. (2024) emphasize that whole-of-government
approaches are often difficult to implement due to entrenched institutional
boundaries and competing priorities. In Indonesia, these challenges manifest in
limited inter-agency coordination and weak mechanisms for joint decision-making.
This reduces the ability of institutions to develop cohesive strategies for addressing
cybersecurity risks. As a result, governance systems remain fragmented and unable
to respond effectively to evolving digital threats.

In addition to coordination challenges, enforcement capacity limitations

significantly affect the effectiveness of cybersecurity governance. Effective
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enforcement requires adequate resources, technical expertise, and institutional
capability to monitor compliance and apply sanctions consistently. Chowdhury
(2022) emphasizes that state capacity is a key determinant of regulatory performance,
particularly in complex policy environments. Baldwin et al. (2021) further argue that
enforcement effectiveness depends on the design and implementation of regulatory
mechanisms that ensure compliance. However, in Indonesia, enforcement capacity
is often constrained by limited resources and organizational inefficiencies. These
limitations reduce the ability of institutions to enforce regulations consistently.
Consequently, enforcement gaps persist despite the existence of legal frameworks.
The interaction between fragmentation, weak coordination, and limited
enforcement capacity creates a systemic governance gap that undermines regulatory
effectiveness. Andarge and Lichtenberg (2020) highlight that enforcement
effectiveness depends on consistent and coordinated institutional action. However,
fragmented governance structures and limited capacity result in inconsistent
enforcement and weak regulatory outcomes. This creates a disconnect between legal
provisions and their practical implementation. As a result, cybersecurity governance
systems are unable to achieve their intended objectives. These findings indicate that

governance challenges are interconnected and require integrated solutions.

4.1. Integrated Governance Approach for Regulatory Effectiveness

The findings support the development of an integrated governance approach
that aligns institutional structures, coordination mechanisms, and enforcement
processes to improve cybersecurity governance. Integrated governance requires the

establishment of frameworks that facilitate coordination, information sharing, and
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joint decision-making among institutions. Aoki et al. (2024) emphasize that whole-
of-government approaches are essential for overcoming institutional silos and
improving policy coherence. Pierre (2022) further highlights that governance models
must account for institutional interdependence to ensure effective policy
implementation. In the Indonesian context, this implies the need for governance
trameworks that integrate regulatory, enforcement, and operational functions. Such
integration would enable institutions to operate within a cohesive governance
system. Therefore, integrated governance emerges as a key solution to existing
challenges.

A critical component of the integrated governance approach is the
development of structured coordination mechanisms that enable institutions to align
their actions and share information effectively. Emerson and Nabatchi (2020)
emphasize that collaborative governance depends on structured interaction and
clearly defined roles among participating actors. Vantaggiato et al. (2021) further
highlicht the importance of cross-departmental interaction in overcoming
institutional silos. In practice, this involves establishing coordination platforms, joint
task forces, and shared information systems that facilitate collaboration. These
mechanisms reduce fragmentation and improve the consistency of policy
implementation. As a result, coordination becomes a central element of governance
effectiveness.

The integration of cybersecurity governance also requires aligning
institutional roles and regulatory frameworks to ensure coherence across different

policy domains. Yusif and Hafeez-Baig (2021) propose that effective cybersecurity
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governance models must integrate institutional responsibilities and processes to
address complex threats. Del-Real and Diaz-Fernandez (2022) further demonstrate
that overlapping institutional arrangements can be managed through structured
coordination and resource sharing. Savas and Karatas (2022) emphasize that
cybersecurity governance requires alignment between regulatory frameworks and
institutional capabilities. Carr (2020) also highlights the importance of public—private
collaboration in strengthening cybersecurity strategies. These perspectives indicate
that integrated governance must address both institutional alignment and multi-actor
collaboration. Consequently, regulatory coherence becomes a key outcome of
integration.

Finally, the integrated governance approach must incorporate enforcement
capacity as a core component of governance design to ensure effective regulatory
outcomes. Effective governance requires not only coordination and alignment but
also the ability to enforce regulations consistently and credibly. Andarge and
Lichtenberg (2020) emphasize that enforcement effectiveness depends on
coordinated institutional action. Baldwin et al. (2021) further highlight that
regulatory systems must include enforcement mechanisms that ensure compliance
and deter violations. Chowdhury (2022) also underscores the importance of state
capacity in supporting enforcement and policy implementation. By integrating
enforcement capacity into governance frameworks, institutions can ensure that legal
provisions are effectively operationalized. Therefore, integrated governance

provides a comprehensive approach to improving cybersecurity regulation.
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5. Discussion

The findings of this study demonstrate that the challenges of cybersecurity
governance in Indonesia are systemic, arising from the interaction between
institutional fragmentation, weak coordination, and limited enforcement capacity.
These elements do not operate independently but reinforce each other in ways that
reduce the effectiveness of regulatory frameworks. Fragmentation limits
coordination, weak coordination undermines enforcement, and limited enforcement
capacity further weakens governance outcomes. As a result, governance systems
function as disconnected institutional arrangements rather than cohesive regulatory
structures. This systemic misalighment explains why legal frameworks, despite being
formally comprehensive, fail to achieve their intended objectives. Therefore,
cybersecurity governance challenges must be understood as structural and
interconnected rather than isolated issues.

The analysis further highlights that improving governance effectiveness
requires a shift from fragmented regulatory approaches toward integrated
governance models that align institutional structures, coordination mechanisms, and
enforcement processes. Integration enables institutions to operate within a unified
framework, where responsibilities are clearly defined and actions are coordinated.
This reduces duplication, enhances accountability, and improves the consistency of
regulatory implementation. Moreover, integrating enforcement capacity into
governance design ensures that legal frameworks are supported by operational
capability. Without such integration, regulatory systems remain limited by structural

inefficiencies and are unable to respond effectively to complex digital challenges.
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Consequently, governance reform must focus on aligning institutional functions
rather than expanding regulatory frameworks.

From a broader perspective, the transition toward integrated cybersecurity
governance represents a shift from reactive and fragmented systems to proactive and
coordinated governance models. This transformation requires not only institutional
restructuring but also changes in governance practices, including enhanced
collaboration, information sharing, and joint decision-making among institutions.
Strengthening coordination mechanisms and clarifying institutional mandates are
essential for enabling integration. In addition, embedding enforcement capacity
within governance frameworks ensures that regulatory systems can operate
effectively in practice. Without these changes, governance systems will continue to
face limitations in addressing cybersecurity risks. Therefore, the future of
cybersecurity governance in Indonesia depends on the successful implementation of

integrated governance principles.

6. Conclusion

This study concludes that the effectiveness of cybersecurity governance in
Indonesia is constrained by the interplay of institutional fragmentation, weak
coordination mechanisms, and limited enforcement capacity, which collectively
prevent regulatory frameworks from functioning as a cohesive system. While legal
instruments provide a formal foundation for regulating digital activities, their
practical impact is undermined by structural and operational limitations within

governance systems. This indicates that the core issue lies not in the absence of
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regulation, but in the lack of integration among institutions responsible for
implementation and enforcement. As a result, governance systems operate in a
tragmented and inconsistent manner, reducing their ability to address complex
cybersecurity challenges. Therefore, improving cybersecurity governance requires a
systemic approach that addresses these interconnected factors.

The findings further demonstrate that integrated governance offers a viable
solution by aligning institutional structures, coordination mechanisms, and
enforcement processes within a unified framework. Integration enhances the ability
of institutions to collaborate, share information, and implement policies consistently,
thereby improving regulatory effectiveness. It also ensures that enforcement capacity
is embedded within governance design, enabling legal frameworks to be
operationalized effectively. By reducing fragmentation and strengthening
coordination, integrated governance transforms regulatory systems into more
cohesive and responsive structures. This highlights the importance of moving
beyond isolated reforms toward comprehensive governance redesign. Consequently,
integration emerges as a key determinant of effective cybersecurity governance.

Finally, this study emphasizes that advancing cybersecurity governance in
Indonesia requires sustained efforts to strengthen institutional capacity, improve
coordination, and develop mechanisms for integrated policy implementation.
Achieving this transformation involves not only legal and institutional reforms but
also changes in governance practices, including enhanced collaboration and shared
responsibility among institutions. Establishing coordination platforms, clarifying

institutional mandates, and integrating enforcement mechanisms are essential steps
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in this process. Such reforms would enable governance systems to respond more
effectively to evolving digital risks and ensure the consistent application of regulatory
trameworks. Therefore, the transition toward integrated governance is essential for

achieving effective and resilient cybersecurity governance in Indonesia.
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