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 Cloud computing has emerged as a key catalyst in the digital 
transformation of the global financial sector, including 
Indonesian banking. This cloud-based technology provides 
significant benefits such as cost efficiency, operational 
flexibility, and high scalability, enabling financial institutions 
to manage data effectively while delivering innovative 
services. In Indonesia, the adoption of cloud computing 
coincides with rapid digital acceleration, stronger 
collaboration with fintech, and regulatory pressures from 
the Financial Services Authority (Otoritas Jasa Keuangan/ 
OJK) to maintain financial system stability. While 
opportunities for innovation are substantial, challenges also 
persist, particularly regarding cybersecurity threats, personal 
data protection, and compliance with national regulations. 
The competitive dynamics between traditional banks and 
fintech require strategic adaptation to ensure sustainable 
growth. This literature study analyzes current trends in 
Indonesian digital banking, highlighting opportunities for 
financial inclusion through cloud–fintech integration while 
underlining the urgent need for adaptive regulation, skilled 
human resources, and structured migration strategies. 
Ultimately, a secure, inclusive, and sustainable financial 
ecosystem depends on aligning technological adoption with 
robust governance and regulatory frameworks. 
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1. Introduction 

Digital transformation is one of the most significant phenomena in the global 

financial services industry, marked by the utilization of cloud computing, big data 

analytics, and collaboration between banks and financial technology (fintech) 

companies. This shift is not merely a technological trend but has become a strategic 

necessity for financial institutions to survive and compete in the fast-paced digital 

economy. In Indonesia, the development of digital transformation is increasingly 

relevant with the rising internet penetration, widespread adoption of digital devices 

by the public, and the high need for financial institutions to improve operational 

efficiency while expanding access to financial services. Cloud computing serves as a 

crucial foundation that enables banks to simplify their technology infrastructure, 

reduce the costly investment in hardware, and develop various innovative digital 

application-based services that are easily accessible to customers in various regions 

(Pham & Doan, 2020). 

The benefits of cloud computing in the banking industry are evident in a 

bank's ability to provide faster, more reliable, and flexible services (Asadi et al., 2017). 

By leveraging cloud-based infrastructure, banks can perform large-scale data 

integration, adopt analytics technology to read consumer behavior patterns, and 

create personalized services that match the needs of each customer. However, 

banking digitalization also presents serious challenges that cannot be ignored. One 

of the most significant challenges is the issue of cybersecurity and personal data 

protection. In an increasingly connected digital ecosystem, the risk of data breaches, 

identity theft, and cyberattacks from irresponsible parties is on the rise. Therefore, 
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banks are required to invest heavily in information security infrastructure, ranging 

from layered encryption systems and real-time monitoring to regular security audits 

to ensure customer data remains protected (Arkanuddin et al., 2021). 

In addition to security factors, the adoption of cloud and digital banking 

services also demands adaptive regulation. In Indonesia, the Financial Services 

Authority (OJK) has responded to this need through strategic policies like MPSJKI 

and RP2I, which aim to guide the banking industry toward controlled, inclusive, and 

sustainable digitalization. This policy not only focuses on technological 

improvement but also seeks to maintain the stability of the national financial system 

amid the strong current of digitalization (Siregar et al., 2021). 

It is also important to note the role of fintech in the Indonesian banking 

ecosystem. Fintech has introduced various innovative solutions such as digital 

payments, peer-to-peer lending, and technology-based investment platforms. The 

presence of fintech has been shown to encourage digital economic growth and 

increase financial inclusion, especially for segments of the population that were 

previously difficult to reach with conventional financial services. The collaboration 

between banks and fintech not only expands the reach of services but also enriches 

the variety of financial products accessible to the wider public (Utami & Ekaputra, 

2021). For example, the use of digital wallet platforms like GoPay, OVO, and 

LinkAja has become a daily phenomenon in Indonesia, expanding public access to 

electronic payment services and contributing to the creation of a more dynamic 

digital economic ecosystem (Muthukannan et al., 2021). 
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Although this collaboration provides many benefits, it cannot be denied that 

new risks also emerge, especially related to regulation. Fintech in Indonesia is still 

not specifically regulated by a specific law, unlike the banking sector which has a 

strict and well-structured legal framework. This condition creates a regulatory gap 

that has the potential to weaken consumer protection if not addressed seriously by 

regulators. This legal uncertainty implies consumer vulnerability, especially for those 

who use financing or digital loan-based fintech services (Hudefi et al., 2020). 

Research conducted by Kharisma (2021) also emphasizes the importance of 

consumer protection in sharia fintech services, which still face normative challenges 

regarding legal certainty and compliance with the sharia principles that should be 

upheld. 

Thus, it can be affirmed that cloud computing, fintech, and regulation are 

three key elements that are interconnected in shaping the direction of digital banking 

transformation in Indonesia. This literature review aims to provide a comprehensive 

overview of both the opportunities and challenges faced by banking in the 

digitalization process. 

2. Literature Review 

2.1. Cloud Computing and Digital Transformation in Banking 

Cloud computing has become a critical infrastructure supporting the digital 

transformation of the modern financial sector. This cloud-based technology allows 

banks to flexibly access computing capacity as needed without having to make large 

investments in physical infrastructure that has historically been very expensive. With 
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cloud services, banks can adjust data storage and processing capacity quickly, in line 

with ever-changing market dynamics. The implementation of cloud computing can 

also increase efficiency, speed up operational processes, and strengthen a bank's 

ability to respond to various challenges and opportunities in the increasingly 

competitive financial services sector (Pham & Doan, 2020). 

In Indonesia, cloud adoption is increasingly relevant and urgent due to the 

very rapid growth of digital transactions, especially since the COVID-19 pandemic, 

which encouraged the public's shift to digital financial services. In addition to 

providing cost efficiency, cloud computing also opens up great opportunities for 

banks to integrate big data and advanced analytics. This integration is important so 

that financial institutions can understand customer behavior patterns more deeply, 

while also developing products and services that are more personalized and suited 

to the increasingly diverse market needs (Gomber et al., 2018). 

However, a major challenge arising from the use of the cloud lies in security 

and regulatory compliance. Banks must ensure that sensitive customer data remains 

protected from increasingly sophisticated cyber threats and comply with local rules 

regarding data storage and management. Regulations in Indonesia are starting to 

address this aspect, but technological developments are often much faster than 

policy adoption, creating a gap that must be closed immediately (Siregar et al., 2021). 

2.2. Fintech and Banking Regulation in Indonesia 

Fintech has become both a disruptive and collaborative force in the 

Indonesian financial industry. Its presence has brought about major changes in how 

the public accesses financial services. Various services such as digital payments, peer-
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to-peer (P2P) lending, and application-based retail investments have demonstrably 

increased financial inclusion, especially for people who were previously unreached 

by conventional banking services. Through digital platforms, transactions have 

become faster, costs are lower, and access is wider. The collaboration between banks 

and fintech not only creates more innovative financial services but also presents an 

opportunity to accelerate the penetration of financial services in various regions of 

Indonesia, while also supporting the national financial literacy program initiated by 

the government (Utami & Ekaputra, 2021). 

Nevertheless, fintech regulation in Indonesia is still relatively new, partial, and 

in many respects not as strong as banking regulation. Unlike the banking sector, 

which has a mature and established regulatory framework, the fintech industry still 

operates in a legal space that is not yet fully comprehensive and integrated (Hudefi, 

2020). This regulatory inequality poses potential risks to consumer protection, 

especially in services that directly involve public funds. Research by Kharisma (2021) 

even affirms that the aspect of consumer protection in sharia fintech is still relatively 

weak, particularly in ensuring transaction transparency and compliance with sharia 

principles. 

Further literature also emphasizes that regulation plays a vital role in creating 

a balance between innovation and the stability of the financial system. If fintech 

development is not well-regulated, the potential for disruption to macroeconomic 

stability can increase (Arkanuddin et al., 2021). Therefore, an adaptive, dynamic, and 

responsive regulatory framework for technological developments is an urgent need 

to support the sustainability of digital banking transformation in Indonesia. 
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3. Methods 

This research uses a literature review method with a narrative approach. The 

literature review method was chosen because it can provide a comprehensive 

overview of the issue of digital transformation in the banking industry in Indonesia, 

especially on important aspects such as cloud computing, the integration of digital 

banking services, the role of fintech, and the dynamics of evolving regulations. 

Through this approach, researchers can examine, interpret, and integrate various 

findings that have been previously published, whether in the form of academic 

articles, policy reports, or international publications relevant to the research context. 

The research stages begin with the process of identifying keywords used in 

the literature search. The keywords chosen include the terms cloud computing, 

digital banking, fintech collaboration, regulation, and Indonesia. The literature 

search was conducted through easily accessible academic databases, especially 

Google Scholar, Research Gate, Elsevier and Garuda which provides various 

credible sources in the form of indexed journal articles and scientific research 

reports. The inclusion criteria were set quite strictly, where only articles that 

specifically discussed digital banking topics, the adoption of financial technology, 

and the regulatory framework in Indonesia were chosen as analysis material. 

The collected literature data was then analyzed qualitatively with the aim of 

finding the main relevant themes. These themes include: the benefits and challenges 

of implementing cloud computing in the banking sector; the contribution of fintech 
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in expanding financial inclusion and the collaborative patterns that exist between 

banks and technology companies; the dynamics of regulation and consumer 

protection in the digital era; and the most relevant and realistic digital transformation 

strategies for the current condition of Indonesian banking. The analysis was carried 

out by comparing findings between literatures, identifying research and policy gaps, 

and formulating relationships between themes to produce a more comprehensive 

synthesis. 

Thus, this literature review method not only functions as a descriptive 

theoretical summary but also produces a synthetic analysis that can enrich academic 

understanding and provide a practical contribution in the form of policy 

recommendations for regulators and implementation strategies for banking industry 

players in Indonesia. 

4. Results 

Digital transformation in the Indonesian banking sector is an unavoidable 

phenomenon with the increasing penetration of information technology, the 

development of the fintech ecosystem, and regulatory encouragement from the 

Financial Services Authority (OJK) and Bank Indonesia. Digitalization is an 

inevitability due to changes in public behavior that are increasingly dependent on 

online-based services, especially post-pandemic, which encouraged the massive 

adoption of technology. One of the main elements of this transformation is the use 

of cloud computing as a digital infrastructure. Cloud computing allows financial 
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institutions to reduce infrastructure costs by shifting technology operational loads 

from on-premise systems to cloud-based services.  

This is not just a matter of cost savings but also provides flexibility for banks 

to increase capacity as needed, speed up the launch of new products, and integrate 

big data and artificial intelligence technology to support more accurate predictive 

analytics in decision-making (Pham & Doan, 2020). Significant benefits of migrating 

to the cloud are also seen in operational efficiency. Banks that utilize the cloud can 

speed up the development process of mobile banking applications, improve the 

reliability of digital payment systems, and expand access to online financial services 

at a lower cost compared to traditional systems.  

With the ability to develop systems faster, banks can also be more responsive 

to changing market needs and consumer behavior. This is in line with efforts to 

increase financial inclusion in Indonesia, where millions of people previously did not 

have access to formal banking services. With cloud support, banks can reach these 

population segments through light, fast, and cost-effective application-based 

services, thereby lowering the entry barrier for low-income communities to use 

financial services (Gomber et al., 2018). In addition, the use of the cloud also makes 

it easier for banks to update systems periodically without disrupting core services, so 

service quality is maintained. 

However, cloud adoption is not without serious challenges. Data security is 

the most crucial issue because banks manage financial information that is highly 

sensitive and at high risk of a breach. The risk of cyberattacks, data leaks, and misuse 

of information is increasing with the growing complexity of digital systems. 
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Therefore, banks must develop strong cybersecurity strategies, including data 

encryption, multi-layered authentication, identity management, and compliance with 

local regulations related to data storage (Arkanuddin et al., 2021). In the Indonesian 

context, this challenge is even more complex because the readiness of 

communication infrastructure and public digital literacy is still diverse. The 

infrastructure gap between urban and rural areas also magnifies the challenge for 

banks in ensuring the security and reliability of cloud-based services is evenly 

distributed. 

In addition to cloud computing, collaboration with fintech has become an 

important aspect of digital banking transformation. Fintech acts as a disruptive actor 

that introduces innovative services such as digital wallets, peer-to-peer (P2P) lending, 

and application-based investments. The presence of fintech like GoPay, OVO, and 

LinkAja has been shown to expand access to financial services, even to areas that 

are difficult for conventional banks to reach (Muthukannan et al., 2021). This 

phenomenon shows that fintech has succeeded in meeting the needs of the public 

who were previously not served optimally by banks. For banks, collaboration with 

fintech presents an opportunity to expand their customer base, adopt new 

technology, and increase public financial literacy through the integration of digital 

platforms. This kind of collaboration can also accelerate the penetration of sharia 

and conventional financial products to the younger, more tech-savvy segment. 

Nevertheless, the competition between banks and fintech cannot be ignored. 

Some fintech services that operate in the fields of digital credit, retail payments, and 

investments directly compete with bank products. This puts pressure on banks to 
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accelerate innovation so as not to be left behind in the increasingly tight competition. 

Banks are required to be more agile in developing products, improving user 

experience, and maintaining customer loyalty amid the many alternative financial 

services. Utami and Ekaputra (2021) emphasize that collaboration is the best strategy 

to create a financial ecosystem that is mutually complementary, where fintech acts 

as a technology innovator while banks provide trust, stability, and a more established 

regulatory compliance. In other words, collaboration can create a symbiosis that is 

beneficial for both parties as well as for consumers. 

In the regulatory context, the rapid development of financial technology 

presents new challenges for the government. Banking in Indonesia is strictly 

regulated with a clear regulatory framework, while fintech still operates in a partial 

legal space (Aulia et al., 2020). This creates a regulatory gap that can weaken 

consumer protection and open up loopholes for unethical practices. For example, 

sharia fintech faces challenges in ensuring legal and sharia compliance while 

protecting consumers from harmful practices such as hidden interest or hidden fees 

(Kharisma, 2021). This non-comprehensive regulation can pose a systemic risk, 

especially if fintech grows too quickly without adequate supervision. 

Research by Hudefi (2020) also shows that the absence of a specific fintech 

law causes legal uncertainty, which can ultimately hinder industry development and 

lower public trust. This uncertainty has the potential to create an unstable business 

climate, thereby limiting fintech's ability to attract long-term investment. Meanwhile, 

OJK through its MPSJKI and RP2I policies attempts to provide a strategic direction 

for banking digitalization by emphasizing the importance of safe, inclusive, and 
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sustainable innovation (Siregar et al., 2021). This regulatory effort is important so 

that financial digitalization not only encourages industry growth but also protects 

consumers and maintains the stability of the national financial system. 

In addition to regulatory issues, the readiness of human resources (HR) in the 

banking industry is a challenge that is no less important. Digitalization requires a 

workforce with high technological literacy, data analytics capabilities, and competent 

cybersecurity skills. Many banks in Indonesia still struggle with reskilling and 

upskilling their employees to be ready to face the digital ecosystem. If not 

anticipated, this competency gap can slow down the digital transformation process 

even if the technology infrastructure is already available. Furthermore, the low digital 

culture within banking organizations can also be an obstacle in adopting new 

technology, as employees tend to be reluctant to leave their comfort zone. Therefore, 

investment in training, continuous education, and the development of a digital work 

culture is a top priority. 

The need for a mature cloud migration also requires a clear and systematic 

strategy. Banks cannot simply move the entire system to the cloud without careful 

planning. The migration process must go through the stages of evaluating the 

existing system, selecting a migration model (lift-and-shift, refactor, or rebuild), and 

structuring a roadmap (Purnomo et al., 2021). Testing, gradual execution, and 

continuous monitoring are necessary to ensure the system runs smoothly. In 

addition, the selection of a cloud service provider must also consider aspects of 

compliance with local regulations, the provider's capacity to maintain data security, 

and service track record in the financial industry. The success of cloud migration is 
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not only determined by technical aspects but also by the organization's readiness to 

manage change and integrate new technology into day-to-day operations. 

On the other hand, the adoption of the cloud and fintech also supports the 

national goal of financial inclusion. With access to digital services, people in remote 

areas can access financial services through smartphones without having to come to 

a branch office. Digital services can cut geographical barriers and reduce transaction 

costs, making them more inclusive. This is in line with the government's agenda to 

increase financial literacy and expand access to formal banking for all segments of 

society. Muthukannan et al. (2021) emphasize that digital banking plays an important 

role in accelerating financial inclusion in Indonesia, especially through integration 

with popular fintech platforms in the wider community. Higher financial inclusion 

will ultimately encourage economic growth, improve public welfare, and strengthen 

the resilience of the national financial system. 

Thus, the results of the literature review show that digital banking 

transformation in Indonesia is driven by three main pillars: the use of cloud 

computing for efficiency and innovation, collaboration with fintech to expand 

financial inclusion, and adaptive regulation to maintain security and system stability. 

Although there are many promising opportunities, the challenges faced are also 

significant, including cybersecurity, the regulatory gap, HR readiness, and uneven 

communication infrastructure. Therefore, a mature cloud migration strategy, 

strengthening bank-fintech collaboration, and a comprehensive regulatory 

framework are key prerequisites for the success of digital banking transformation in 

Indonesia. If this strategy is implemented consistently, digital transformation will not 
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only strengthen the competitiveness of banking but also provide broad benefits for 

the national economy. 

5. Discussion 

The results of this literature review affirm that digital banking transformation 

in Indonesia is a complex process with interconnected opportunities and challenges. 

Cloud computing is proven to provide great benefits for banks in terms of 

operational efficiency, scalability, and service innovation. However, this advantage 

can only be achieved if data security and regulatory compliance challenges can be 

overcome. In a global context, the use of the cloud in the banking sector has become 

a standard, but in Indonesia, its adoption is still hampered by infrastructure issues 

and regulatory readiness (Pham & Doan, 2020). 

The collaboration between banks and fintech also presents an interesting 

dynamic. The presence of fintech has fundamentally changed the landscape of the 

financial services industry, including changes in industry structure, intermediation 

technology, and marketing models to consumers (Hadad, 2017). This change creates 

both challenges and opportunities for conventional banking. On the one hand, 

fintech has the potential to erode the market share of traditional banking (Fisabilillah 

& Hanifa, 2021). On the other hand, fintech can expand financial inclusion by 

providing services that are easily accessible and affordable. However, on the other 

hand, the rapid growth of fintech has the potential to cause systemic risk if not 

properly supervised. The regulatory inequality between banks and fintech can create 

moral hazard and weaken consumer protection. Therefore, a comprehensive and 
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harmonious regulatory framework is needed so that banks and fintech can compete 

and collaborate healthily (Hudefi, 2020). 

Another important discussion is regarding HR readiness and organizational 

culture. Digital transformation is not just about technology but also about changes 

in work methods, mindset, and skills. A bank that successfully transforms is a bank 

that can build an internal ecosystem that is adaptive to technological changes (Ewim 

et al., 2021). This requires large investments in training, recruitment of digital talent, 

and a shift in organizational culture towards being more agile. 

Strategically, regulation plays a central role in ensuring the success of digital 

transformation. Clear and adaptive regulation will provide legal certainty for industry 

players while protecting consumers. When all parties understand and comply with 

the applicable regulations, trust in business relationships can be built. This helps 

companies run their operations efficiently, in line with the determined standards 

(Hidayah, 2019). In Indonesia, OJK and Bank Indonesia have initiated strategic 

policies such as MPSJKI and RP2I to accelerate financial digitalization. However, 

the effectiveness of this policy depends on its implementation in the field, the 

readiness of the national digital infrastructure, and coordination between 

institutions. 

This discussion shows that Indonesia is on the right track towards digital 

banking transformation, but long-term success will be highly determined by the 

synergy between technological innovation, HR readiness, and supportive regulation. 
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6. Conclusion 

Digital banking transformation in Indonesia is a strategic process triggered by 

technological developments, changes in consumer behavior, and regulator policies. 

Cloud computing provides a great opportunity for banks to improve operational 

efficiency, accelerate innovation, and expand access to financial services. Fintech, 

with its inclusive digital solutions, complements the role of banks in reaching 

segments of the population that have not been touched by formal financial services. 

However, the success of this transformation is highly dependent on three main 

factors: cybersecurity, HR readiness, and adaptive regulation. 

This literature review finds that although the opportunities for digital 

innovation are great, the challenges faced by Indonesian banking are also significant. 

The risk of data breaches, regulatory inequality between banks and fintech, and 

limitations in digital infrastructure can hinder the pace of transformation. Therefore, 

a mature cloud migration strategy, strengthening bank-fintech collaboration, and a 

comprehensive regulatory framework are important prerequisites. 

In conclusion, digital banking transformation in Indonesia is an inevitability, 

but its success will be highly determined by the ability of all stakeholders banks, 

fintech, regulators, and the public to work together to create a financial ecosystem 

that is safe, inclusive, and sustainable. 

 



 
 

 

53 | Indonesian Banking Review  
 

References 

Arkanuddin, M. F., Saragih, F. D., & Nugroho, B. Y. (2021). The key role of the 

financial regulation in fintech ecosystem: A model validation. Studies of Applied 

Economics, 39(12), 1-16. 

Asadi, S., Nilashi, M., Husin, A. R. C., & Yadegaridehkordi, E. (2017). Customers 

perspectives on adoption of cloud computing in banking sector. Information 

Technology and Management, 18(4), 305-330. 

Aulia, M., Yustiardhi, A. F., & Permatasari, R. O. (2020). An overview of Indonesian 

regulatory framework on Islamic financial technology (fintech). Jurnal 

Ekonomi & Keuangan Islam, 64-75. 

Ewim, C. P. M., Omokhoa, H. E., Ogundeji, I. A., & Ibeh, A. I. (2021). Future of 

work in banking: Adapting workforce skills to digital transformation 

challenges. Future, 2(1), 45-56. 

Fisabilillah, L. W. P., & Hanifa, N. (2021). Analisis pengaruh fintech lending 

terhadap perekonomian Indonesia. Indonesian Journal of Economics, 

Entrepreneurship, and Innovation, 1(3), 154-159. 

Gomber, P., Kauffman, R. J., Parker, C., & Weber, B. W. (2018). On the fintech 

revolution: Interpreting the forces of innovation, disruption, and 

transformation in financial services. Journal of management information 

systems, 35(1), 220-265. 

Hidayah, A. (2019). Konsep Pembangunan Hukum E-Commerce. Solusi, 17(2), 106-

113. 



Lulu Nur’aini 

                                                                                  |54 

 

Hudaefi, F. A. (2020). How does Islamic fintech promote the SDGs? Qualitative 

evidence from Indonesia. Qualitative Research in Financial Markets, 12(4), 353-

366. 

Kharisma, D. B. (2021). Urgency of financial technology (Fintech) laws in 

Indonesia. International Journal of Law and Management, 63(3), 320-331. 

Muthukannan, P., Tan, B., Tan, F. T. C., & Leong, C. (2021). Novel mechanisms of 

scalability of financial services in an emerging market context: Insights from 

Indonesian Fintech Ecosystem. International Journal of Information 

Management, 61, 102403. 

Pham, M. H., & Doan, T. P. L. (2020). The impact of financial inclusion on financial 

stability in Asian countries. The Journal of Asian Finance, Economics and 

Business, 7(6), 47-59. 

Purnomo, B. R., Adiguna, R., Widodo, W., Suyatna, H., & Nusantoro, B. P. (2021). 

Entrepreneurial resilience during the Covid-19 pandemic: navigating survival, 

continuity and growth. Journal of Entrepreneurship in Emerging Economies, 13(4), 

497-524. 

Siregar, R. Y., Gunawan, A. H., & Saputro, A. N. (2021). Impact of the covid-19 

shock on banking and corporate sector vulnerabilities in Indonesia. Bulletin of 

Indonesian Economic Studies, 57(2), 147-173. 

Utami, A. F., & Ekaputra, I. A. (2021). A paradigm shift in financial landscape: 

encouraging collaboration and innovation among Indonesian FinTech 

lending players. Journal of Science and Technology Policy Management, 12(2), 309-

330. 


	1. Introduction
	2. Literature Review
	2.1. Cloud Computing and Digital Transformation in Banking
	2.2. Fintech and Banking Regulation in Indonesia

	3. Methods
	4. Results
	5. Discussion
	6. Conclusion
	References

