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This article examines how digital banking transformation
reshapes risk management in the banking sector, in a
context where technology, competition and customer
expectations are rapidly evolving. The study’s role is to
synthesize dispersed empirical evidence by conducting a
systematic literature review of peer-reviewed journal articles
published between 2019 and 2023 that analyze digital
banking, risk exposure and bank stability. The review shows
that digitalization alters risk profiles by increasing
operational and cyber vulnerabilities through higher
transaction volumes and complex system architectures,
while simultaneously enabling richer data, automation and
real-time monitoring that can strengthen controls. The
article discusses these patterns through thematic mapping
of how digitalization is measured, which risk categories are
affected and how governance and control frameworks
respond. The main findings indicate that the impact of
digital banking on overall risk is context dependent,
enhancing resilience where governance and regulation are
strong but potentially amplifying losses and risk-taking
where digital expansion outpaces risk-management
capabilities.

©2024 The Author(s).

This is an open-access article under CC-BY-SA license (https://creativecommons.org/licence/by-sa/4.0/)

(otolen


https://creativecommons.org/licence/by-sa/4.0/
https://zeraopen.com/journal/frmij

Hersugondo

1. Introduction

Digital banking transformation has fundamentally altered how banks design,
deliver, and monitor financial services. Mobile apps, application programming
interfaces, and data analytics allow institutions to scale services, personalize
offerings, and reduce reliance on physical branches, while also intensifying
competition from fintechs and big tech platforms. Empirical studies show that
digitalization can support bank performance and customer engagement, as online
channels increase transaction volumes, deposits, and fee-based activities
(Wadesango & Magaya, 2020; Kitsios et al., 2021). At the same time, digital-only and
app-based models reshape customer expectations around speed, convenience, and
availability, especially among younger generations who increasingly interact with
tully virtual banks (Windasari et al., 2022). In this environment, the capacity of banks
to manage emerging risks becomes central to sustaining trust and financial stability
rather than a purely technical back-office concern.

Recent scholarship has begun to unpack how digital banking affects risk
profiles across operational, cyber, and conduct dimensions. Evidence suggests that
digital transformation and the expansion of electronic and mobile payment channels
increase exposure to operational risk events by raising business volumes and
embedding technology deeply into core processes (Mishchenko et al., 2022; Uddin
et al.,, 2023). Studies of digital banking services highlight that customers often
underestimate the operational and security risks associated with internet and mobile
channels, even as incidents linked to outages, fraud, and system failures grow more

visible (Laksana et al, 2023). Research on adoption and user intentions also
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underscores that perceived risk and trust are critical determinants of whether
customers embrace digital banking, indicating that risk management is
simultaneously a prudential, technological, and behavioural challenge (Nguyen,
2020).

However, existing contributions remain fragmented across customer
experience, performance, and risk-management perspectives, often focusing on
specific markets, technologies, or risk types in isolation. While some studies
emphasise the efficiency and competitive benefits of digitalisation, others warn that
inadequate controls and governance may amplify operational losses and undermine
resilience (Kitsios et al., 2021; Uddin et al., 2023). What is still lacking is a structured
synthesis that connects how banks implement digital transformation strategies,
which risk channels are most affected, and how risk management frameworks adapt
in practice to these new conditions.

This article responds to that gap by conducting a systematic literature review
of peer-reviewed English-language journal articles published between 2019 and 2023
on digital banking transformation and risk management. The review asks how digital
transformation reshapes banks’ risk exposure, how institutions and regulators are
redesigning risk management practices, and where tensions between innovation and
prudential safeguards are most pronounced. By integrating evidence across markets
and risk types, the study aims to clarify the links between digital banking strategies
and risk outcomes, identify converging themes and unresolved trade-offs, and
formulate an agenda for future research and policy that supports both innovation

and financial stability.
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2. Literature Review

Digital banking transformation has been examined from strategic,
technological and customer-experience perspectives. Studies show that banks move
from multichannel to more fully digital models by redesigning core processes,
investing in analytics and integrating platforms that support seamless e-services and
remote interactions (Kitsios et al., 2021). Adoption research highlights that intention
to use digital banking is strongly shaped by perceived usefulness, ease of use, trust
and perceived risk, especially in emerging markets where digital literacy and
infrastructure are uneven (Nguyen, 2020). Work on digital-only banking finds that
younger generations value convenience and personalization but are highly sensitive
to reliability and usability, indicating that user experience is central to the success of
digital strategies (Windasari et al., 2022). At a broader level, evidence on digital
tinancial inclusion suggests that digital banking and related technologies can expand
access and support development outcomes, but the scale and distribution of benefits
depend heavily on institutional and regulatory conditions (Gallego-Losada et al.,
2023).

A second strand of literature focuses on how digitalization reshapes banks’
risk profiles. Research on electronic and mobile money shows that expanding digital
channels increases operational risk exposure by raising transaction volumes,
introducing complex technical interdependencies and creating vulnerabilities to
traud and cyber incidents (Mishchenko et al.,, 2022). Empirical work on digital
transformation and operational risk finds that stronger digitalization efforts can

initially increase risk events if governance, internal controls and human-capital
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capabilities do not keep pace with technological change (Uddin et al., 2023).
Customer-centric studies report that perceived security, service reliability and
support quality are key determinants of satisfaction and trust in digital banking,
implying that risk management is simultaneously a prudential and reputational
concern (Kaur et al,, 2021). These findings highlight the need to embed risk
considerations directly into the design of digital products, channels and service
processes, rather than treating risk management solely as a separate compliance
function.

More recent contributions link digitalization to bank stability and system-level
risk. Evidence from an emerging dual-banking system shows that greater use of
digital payments is associated with improved banking stability, as reflected in higher
Z-scores and better asset quality, although effects differ between conventional and
Islamic banks (Kasti et al., 2022). Other studies argue that digital transformation can
support more proactive risk monitoring through real-time data, automation and
advanced analytics, potentially mitigating risk when embedded in robust governance
frameworks (Kitsios et al., 2021; Uddin et al., 2023). At the same time, the literature
points out that inconsistent measures of digitalization and risk outcomes, and the
predominance of single-country or single-technology studies, make it difficult to
draw general conclusions about when digital banking transformation reduces or
heightens risk. This fragmentation provides a strong rationale for a systematic review
that synthesizes evidence on the conditions under which digital banking

transformation strengthens or weakens risk management and financial resilience.
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3. Methods

The study uses a systematic literature review approach to synthesize current
evidence on how digital banking transformation affects risk management in the
banking sector. A structured search strategy was applied to major academic
databases, including Scopus, ScienceDirect and Google Scholar. Combinations of
keywords related to digital banking, digital transformation, online or mobile banking,
operational risk, cyber risk and bank stability were used. The search was restricted
to peer-reviewed journal articles written in English and published between 2019 and
2023. Titles and abstracts were screened to remove conference papers, theses, book
chapters and purely conceptual articles. Only studies that examined digital banking
or closely related digital financial services in a banking context and explicitly
discussed implications for risk management, risk exposure or bank stability were
retained for full-text review.

For each included article, a data extraction template was used to record
bibliographic details, country or region, type of institution, measures of
digitalization, risk-related variables, research design and main findings. The evidence
was synthesized using descriptive mapping and thematic analysis rather than meta-
analysis, because of the diversity of measures and methods across studies. Thematic
coding focused on three broad dimensions: how digital transformation is defined
and measured, which risk categories and outcomes are analyzed, and how
governance and control mechanisms are described in response to digitalization. This
approach allows the review to identify converging patterns, contradictions and gaps

in the literature, and to link different streams of research into a coherent discussion
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of how digital banking transformation reshapes risk management practices and

financial resilience.

4. Results and Discussion

The review shows that digital banking transformation is typically associated
with measurable shifts in banks’ risk profiles rather than being a purely efficiency
driven upgrade. Across the sampled studies, digitalization is proxied through
indicators such as use of online and mobile channels, digital-only business models,
digital payment penetration and composite FinTech or digital banking indices
(Kitsios et al., 2021; Gallego-Losada et al., 2023). These measures are consistently
linked to changes in customer behaviour, product mix and process design. Adoption
studies confirm that perceived usefulness, ease of use, trust and perceived risk are
central drivers of digital banking usage, particularly in emerging markets, which
implies that risk perceptions are built into the diffusion of digital channels from the
outset (Nguyen, 2020; Windasari et al., 2022). This supports the view that
transformation and risk are intertwined at both strategic and customer levels.

A first major pattern concerns operational and cyber risk. Empirical evidence
indicates that the migration of transactions to electronic and mobile channels initially
raises operational risk exposure because of higher transaction volumes, more
complex system architectures and increased vulnerability to outages and fraud
(Mishchenko et al., 2022; Uddin et al., 2023). Customer-focused studies show that
perceived security, reliability and problem handling strongly influence satisfaction

and loyalty, so weaknesses in operational and cyber-risk controls quickly translate
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into reputational and conduct risks (Kaur et al., 2021). At the same time, some
studies highlight that digital transformation enables more sophisticated risk
monitoring tools, including real-time data, automated alerts and analytics embedded
into core systems, which can reduce loss severity when governance and internal
controls are aligned with technological change (Uddin et al.,, 2023). Overall, the
evidence suggests a transition phase in which operational risk may rise before banks
tully adapt their control frameworks to digital architectures.

A second pattern relates to bank-wide risk-taking and stability. Research on
digital payments and dual-banking systems finds that greater digital payment usage
is associated with higher stability indicators such as Z-scores and better asset quality,
although effects differ between conventional and Islamic banks (Kasti et al., 2022).
Studies on digital banking and sustainability similarly report that digitalization can
reduce bank risk-taking and improve transparency in sustainability reporting,
suggesting that digital strategies are compatible with more prudent risk profiles when
embedded in broader governance reforms (Utami & Septivani, 2023). In contrast,
work on FinTech development and bank risk-taking shows that technology driven
competition and innovation can push banks toward either higher or lower risk,
depending on business models and regulatory environments. Some evidence
indicates that FinTech development reduces bank risk-taking by improving
etficiency and information processing, while other results find that it can encourage

greater risk-taking when franchise values are eroded or competitive pressure is

intense (Deng et al., 2021; Wang et al., 2021).
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Taken together, these findings point to a nuanced relationship between digital
transformation and risk management. Digital banking appears to introduce a richer
set of operational and cyber risks that require upgraded controls, but it also offers
tools that can enhance monitoring and mitigation if institutions invest in appropriate
governance, skills and systems. At the same time, the impact on overall risk-taking
is context dependent. In settings with strong regulation, adequate capital and clear
digital strategies, digitalization and FinTech expansion tend to support more stable
risk profiles. In weaker institutional environments or highly competitive markets, the
same forces may encourage aggressive risk-taking or leave gaps in control
trameworks. The systematic review therefore supports an interpretation of digital
banking transformation as a double-edged process for risk management, whose
ultimate effect on resilience depends on how technology adoption, governance, and

prudential oversight are aligned.

5. Conclusion

This review indicates that digital banking transformation fundamentally
reshapes how risk is created, concentrated and managed in the banking sector.
Rather than simply digitizing existing processes, banks are building new technology-
intensive architectures that alter operational routines, customer interactions and
information flows. The evidence suggests that this transformation introduces
additional operational and cyber vulnerabilities in the short run, but also opens
possibilities for more timely and granular risk monitoring through data analytics and

automation. These patterns are broadly consistent with earlier work that framed
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technology as both a source of efficiency and a generator of new risk channels, and
our synthesis reinforces that view in the specific context of digital banking.

At the same time, the findings show that the net effect of digitalization on
bank stability is not uniform but shaped by governance quality, institutional
tframeworks and business models. When digital strategies are aligned with robust
internal controls, clear risk appetites and supportive regulation, digital banking can
coexist with, and even reinforce, more prudent risk-taking and stronger resilience.
Where these conditions are missing, rapid digital expansion tends to magnify
operational losses, reputational damage and pressures toward aggressive risk-taking.
This has important implications for both practitioners and policymakers: digital
transformation should be approached as a core risk-governance project, not only an
innovation or marketing initiative. For future research, the review highlights the need
for more consistent measures of digitalization, stronger longitudinal designs and
closer integration between technology, governance and prudential perspectives, so
that digital banking can be more effectively harnessed to support stability as well as

innovation.
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