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This study explores the digital transformation of
Indonesian small and medium-sized enterprises (SMEs) in
the context of the Fourth Industrial Revolution (Industry
4.0), with a particular focus on the adoption of artificial
intelligence (AI). Using a qualitative descriptive method,
data were collected from scholarly articles, journals,
books, and credible official sources. The findings reveal
that digitalization and Al adoption provide significant
benefits for SMEs, including improved operational
efficiency, enhanced customer data analysis, demand
forecasting, and expanded market reach. However, the
study also identifies key challenges such as limited financial
resources, low levels of digital literacy among business
actors, inadequate infrastructure, and risks related to data
privacy and security. The Covid-19 pandemic served as a
catalyst for accelerated digital adoption, but it also
highlighted the digital divide between urban and rural
SMEs. This research emphasizes that successful digital
transformation requires not only technological availability
but also strong human resource capacity and supportive
ecosystems. The study concludes that collaborative
strategies involving government policies, private sector
partnerships, and improved digital literacy are essential for
enabling SMEs to harness the opportunities of Industry
4.0.
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1. Introduction

The Industrial Revolution 4.0 marks a new phase in the development of global
technology and economics that is fundamentally different from the previous
industrial revolution. If the first industrial revolution was characterized by steam
engines, the second revolution with electricity and mass production, and the third
revolution with computerization. Then the fourth industrial revolution was
characterized by the integration of advanced digital technologies, such as artificial
intelligence (Al), the Internet of Things (IoT), big data analytics, and cloud
computing, into almost all aspects of human life and business activities (Sarma et al.,
2022). Digitalization and new technology not only change the way goods and
services are produced, distributed, and consumed, but also open up opportunities
tfor innovation and new business models that require quick adaptation from business
actors. In the global context, digital transformation has proven to be a key driver of
economic competitiveness and innovation. Countries that are able to integrate digital
technology into their business ecosystems faster reap the benefits of operational
efficiency, increased productivity, and wider market penetration.

Indonesia itself has not escaped the great flow of digitalization, especially
since the Covid-19 pandemic which has accelerated the adoption of technology in
various sectors. The pandemic forced people and the business world to switch to an
online system, thus giving birth to a more mature digital entrepreneurship ecosystem
(Kawung et al., 2022). A real example of digital disruption in Indonesia can be seen
from the transportation sector with the emergence of services such as Go-Jek, Grab,

and Maxim that have revolutionized the consumption pattern of transportation
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services. In addition, digitalization is also rooted in the Micro, Small, and Medium
Enterprises (MSMEs) sector, e-commerce, digital banking, and manufacturing.
MSME:s have a vital position in the national economy because they account for more
than 60% of GDP and absorb the majority of the workforce. However, the success
of MSME:s in digital transformation is largely determined by several factors, such as
production quality, digital literacy of human resources, digital infrastructure, and
conformity with consumer behavior (Teng et al., 2022).

One of the technologies that plays a central role in the digital transformation
of MSME:s is artificial intelligence (Al). Al encompasses various technologies such
as machine learning, natural language processing, and generative Al, which have now
been adopted in many business sectors. In e-commerce, for example, platforms like
Shopee and Tokopedia utilize Al for recommendation systems, customer service
chatbots, and big data analytics. In the banking sector, Al is used to detect fraud and
assess creditworthiness (credit scoring). Meanwhile, in the manufacturing industry,
Al is combining with IoT to drive automation and intelligent production systems
(Javaid et al., 2022).

The benefits obtained by MSMEs from the use of AI and digital
transformation are very significant. In addition to improving operational efficiency
and automation, Al is also able to provide customer data analysis, predict market
demand, and support more targeted digital marketing strategies. This has
implications for market expansion, strengthening competitiveness, and encouraging
product innovation. Thus, Al integration is not just a technological trend, but a

strategic need for the sustainability of MSME businesses in the digital era (Pandya &
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Kumar, 2022). However, the journey of MSMEs in adopting digital technology
cannot be separated from a number of challenges. The cost of implementing
advanced technology is a major obstacle, especially for small MSMEs with limited
capital. In addition, low digital literacy among business actors, uneven digital
infrastructure, and data security and privacy risks are serious problems that need
attention. This condition shows that there is a gap between the great potential of
digitalization and the reality of adoption in the field (Ayinla & Adamu, 2018).

The research gap is also still quite large. Although the literature shows that
there are many opportunities offered by Al and digitalization, the adoption of
MSME:s in Indonesia is still relatively low. Therefore, further research is needed on
the factors driving and inhibiting Al adoption, strategies to increase digital literacy,
and government and private support models that can encourage the acceleration of
the digital transformation of MSMEs (Yang et al, 2022). Using a qualitative
descriptive method, this paper aims to explore the phenomenon of digital
transformation of MSMEs in Indonesia through a literature review from scientific
articles, journals, books, and credible official sources. This approach allows for a
more comprehensive understanding of the opportunities, challenges, and strategies
needed for MSMEs to adapt to the Industrial Revolution 4.0 and maximize the

potential of artificial intelligence for sustainable growth.
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2. Literature Review

2.1. Industrial Revolution 4.0 and Digital Transformation

The Industrial Revolution 4.0 brings fundamental changes in the way humans
work, produce, and interact with technology. In contrast to previous industrial
revolutions, this era is characterized by the convergence of digital, physical, and
biological technologies. Technologies such as artificial intelligence (Al), Internet of
Things (IoT), big data analytics, and cloud computing are creating smarter and more
efficient production systems. Globalization and the development of information
technology are accelerating the adoption process, so organizations that fail to adapt
are at risk of falling behind the competition. For Indonesia, the Industrial Revolution
4.0 is seen as both an opportunity and a challenge, especially in encouraging
innovation-based economic growth. The government through the Making Indonesia
4.0 program emphasizes the importance of digitalization as a pillar of modern
economic development, including for the Micro, Small, and Medium Enterprises
(MSME?s) sector which is the backbone of the national economy (Sarma et al., 2022).

Digital transformation is not only about technology adoption, but also about
changing organizational mindsets and cultures. Companies are required to integrate
digital systems into management, operations, and business strategies. Global studies
show that digitalization is able to increase business competitiveness and resilience,
especially in the face of crises such as the Covid-19 pandemic. In Indonesia, the
pandemic has actually accelerated the pace of digitalization because MSMEs are
forced to change their business models to survive. Changes in consumer behavior

that are more dependent on online services also encourage MSMEs to enter the
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digital ecosystem. However, this transformation process is not going evenly, because
there are still gaps in access to technology and digital literacy in various regions

(Kawung et al., 2022).

2.2. MSME:s, Digitalization, and the Role of Al

MSMEs have a vital role in the Indonesian economy with a contribution of
more than 60% to the Gross Domestic Product (GDP) and absorb the majority of
the workforce. With a dominant number, MSMEs are a strategic sector that must be
strengthened through digitalization. The use of digital technology allows MSMEs to
increase production efficiency, expand market reach, and improve service quality.
One of the most influential technologies is artificial intelligence (AI), which provides
MSMEs with the ability to process large amounts of data and generate analytics-
based decisions. In the e-commerce sector, Al is used for recommendation systems,
customer service chatbots, and detection of consumer behavior patterns. Tokopedia,
Shopee, and Bukalapak have proven how Al improves shopping experience and
customer loyalty. Meanwhile, in the banking sector, Al is used for credit scoring and
traud detection, which ultimately facilitates access to capital for MSMEs (Teng et al.,
2022).

In addition to large companies, Al has also begun to be implemented at the
level of small MSMEs. For example, Warung Pintar helps digitize traditional warungs
through an Al-based and big data-based digital cashier system. Sri Ratu Laundry also
uses digital platforms to automate services and improve operational efficiency. The
successful implementation of Al in MSMEs shows that this technology is not only

relevant for large corporations, but can also be applied to micro-scale businesses if
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a supporting ecosystem is available. However, studies also show that Al adoption
rates are still low due to capital constraints, low digital literacy, and lack of knowledge

about the long-term benefits of the technology (Javaid et al., 2022).

2.3. Challenges of Digitalization Adoption of MSMEs

Although digitalization promises great opportunities, implementation in the
Indonesian MSME sector faces various challenges. The main challenge is capital
limitations. Many MSMEs, especially at the micro level, do not have the financial
ability to invest in digital devices, I'T infrastructure, or HR training. In addition, the
digital literacy of business actors is still low, so the available technology is often not
used optimally. The lack of understanding of data security is also a serious problem,
as many MSMEs do not have adequate protection against cyber threats. As a result,
the risk of data leakage and digital fraud is getting higher. This challenge is even
greater in rural areas, where digital infrastructure such as internet networks is still
limited (Parn & Edwards, 2019).

In addition to internal barriers, there are also external factors such as
infrastructure gaps between regions and government policies that have not been fully
integrated. The MSME digitalization program launched by the government is often
short-term and centralized in big cities, so it has not been able to answer the needs
of MSME:s in the regions. In this context, the role of the private sector is crucial.
Collaboration between technology companies and local MSMEs can accelerate
technology adoption, for example through partnership models or mentoring
programs. Cross-border studies also show that the success of MSMEs' digital

transformation is largely determined by a supportive ecosystem, including policy
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incentives, digital literacy, and infrastructure support. Therefore, the strategy to
accelerate the digitalization of MSMEs must be inclusive and sustainable, so that the
benefits of technology can be felt equally at all levels of society (Fauzi & Sheng,
2022).

3. Methods

This study uses a qualitative descriptive approach that focuses on exploring
the phenomenon of MSME digital transformation in Indonesia in the framework of
the Industrial Revolution 4.0. The qualitative descriptive approach was chosen
because it is able to provide an in-depth understanding of opportunities, challenges,
and strategies for the adoption of digital technology, especially artificial intelligence
(AI), without having to emphasize on generalizing statistical figures. Qualitative
research prioritizes the interpretation of meaning over data, making it relevant to
examine social processes, behaviors, and organizational dynamics in the context of
MSME digitalization (Parn & Edwards, 2019). The data in this study was collected
through a literature review by examining various credible journal articles, books, and
official sources indexed by Google Scholar in the last five years period. The selection
of this time range was made to ensure that the data used is relevant to the latest
developments regarding digital transformation and Al adoption. The sources used
are not only from Indonesian literature but also from international studies, in order
to provide a comparative perspective on how MSMEs face the opportunities and
challenges of digitalization in the era of the Industrial Revolution 4.0 (Fauzi & Sheng,

2022).
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The first stage of this research is secondary data collection by selecting articles
relevant to the topics of digitalization, Al, and MSMEs. The selection was carried
out by considering keywords such as Industry 4.0, digital transformation, SMEs, Al,
and Indonesia. The selected articles discussed the success factors, obstacles,
government policies, and real implementation of Al in the context of MSMEs. The
second stage is qualitative data analysis. The analysis was carried out using content
analysis techniques that allowed researchers to identify patterns, themes, and
relationships between concepts from the literature studied. For example, how digital
literacy factors affect the speed of technology adoption, or how digital infrastructure
is a determinant of MSMEs' success in implementing Al. From the results of the
analysis, the data is categorized into major themes: (1) the urgency of the Industrial
Revolution 4.0, (2) opportunities for the use of Al for MSMEs, (3) barriers to
technology adoption, and (4) the role of government policies and private support.
The third stage is data validation. To improve the validity, this study uses source
triangulation, namely by comparing findings from international journal articles,
official government reports, and empirical studies conducted in Indonesia. Thus, the
results of the study do not only rely on one perspective, but reflect real conditions
from various perspectives.

The reason for using the qualitative descriptive method is because this study
does not aim to test quantitative hypotheses, but to explore a deep understanding of
the dynamics of MSME digital transformation. This research emphasizes more on
the interpretation of social and economic phenomena that occur as the impact of

the adoption of Al and digital technology. The results obtained are expected to be
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able to make a theoretical contribution in the academic literature, as well as practical
recommendations for MSMEs, governments, and stakeholders in accelerating the
digitalization process in Indonesia. With this methodology, the research is expected
to present a comprehensive picture of how MSMEs in Indonesia are facing the
Industrial Revolution 4.0, the extent to which Al has been adopted, as well as the

factors that encourage and hinder the digital transformation process.

4. Results

The results of the study show that digital transformation in the context of the
Industrial Revolution 4.0 has had a significant impact on the development of Micro,
Small, and Medium Enterprises (MSMEs) in Indonesia. The Industrial Revolution
4.0 with the integration of technologies such as artificial intelligence (Al), Internet
of Things (IoT), big data, and cloud computing has proven to expand opportunities
for MSME:s to increase competitiveness and survive in an increasingly competitive
market. The national initiative Making Indonesia 4.0 is an important milestone in
emphasizing the need for digital transformation, especially since MSMEs are the
backbone of the economy that accounts for more than 60% of the Gross Domestic
Product (GDP) and absorbs the majority of the workforce. However, the results of
the literature review show that there is a gap between policy and implementation,
where many MSMEs have not been able to adopt digital technology optimally due
to limited capital, digital literacy, and uneven infrastructure (Nugroho & Andarini,

2020).
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The digitalization adoption process for MSMEs in Indonesia is uneven.
MSME:s in the e-commerce and application-based services sector are relatively faster
to integrate Al technology in their operations. Major platforms such as Shopee and
Tokopedia use Al-based chatbots, product recommendation systems, and big data
analytics to improve the consumer experience. This practice has a direct impact on
increasing transaction volume and customer loyalty. Meanwhile, MSMEs engaged in
the manufacturing sector still face obstacles in implementing Al and IoT-based
automation systems due to limited investment costs. These results show that
although digital technology brings great opportunities, the distribution of benefits is
still more concentrated in certain sectors that have better access to capital and
infrastructure (Teng et al., 2022).

The Covid-19 pandemic has become a catalyst that accelerates the digital
transformation of MSMEs in Indonesia. Before the pandemic, many MSME:s still
relied on face-to-face transactions and conventional marketing methods. However,
social restriction policies force business actors to adapt to digital platforms so that
they can continue to operate. This encourages the acceleration of the use of
marketplaces, social media, and digital financial services among MSMEs. Changes in
consumer behavior that increasingly prioritize online shopping provide a great
opportunity for MSMEs to expand their market. However, this acceleration also
shows a significant gap. MSMEs in big cities with adequate internet access adjust
faster than MSMEs in rural areas who are still constrained by infrastructure. This
shows that the pandemic accelerated the adoption of digitalization, but at the same

time accentuated the digital divide in Indonesia (Kawung et al., 2022).
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The benefits of artificial intelligence adoption for MSMEs in Indonesia can
be seen in increased productivity, product innovation, and operational efficiency. Al
helps MSMEs understand consumer preferences through data analysis, allowing
them to tailor marketing strategies more on target. For example, seasonal demand
predictions can help MSMEs prepare appropriate production capacity, while
product recommendation systems can increase average transaction value. Literature
studies also show that MSMEs that utilize Al are better able to penetrate a wider
market, including the global market, because this technology supports cross-border
digital marketing strategies. The application of Al can even help small businesses to
do more sophisticated consumer segmentation, something that previously only large
companies with large resources could do (Javaid et al., 2022).

However, this study also found that there are major challenges faced by
MSME:s in the digital transformation process. Financial barriers are one of the main
problems. Many micro MSMEs do not have enough capital to purchase cloud-based
hardware, software, or technology services. Even when access to technology is
available, the limitations of digital literacy of business actors make the
implementation of technology not optimal. Many MSMEs only use digital platforms
at a basic level, such as social media for promotion, without utilizing data analytics
or Al for strategic decision-making. This is exacerbated by low awareness of the
importance of data security, so that MSMEs are vulnerable to cyber threats and
misuse of consumer data. Thus, it can be concluded that the adoption of MSME
digitalization is not only a matter of the availability of technology, but also the

readiness of human resources to use it effectively (Low et al., 2022).
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In terms of policy support, the Indonesian government has launched various
programs to encourage the digitalization of MSMEs, such as digital literacy training,
the provision of local e-commerce platforms, and digital-based financing programs.
However, the effectiveness of the program is still limited because its implementation
is more focused on urban areas. Many MSMEs in rural areas have not received
adequate access to these programs. The role of the private sector, especially large
technology companies, has proven to be faster and more direct in helping MSMEs.
A prominent example is Warung Pintar which has succeeded in digitizing thousands
of traditional warungs through the provision of a digital cashier system, stock
management, and Al-based data analysis. This kind of collaboration shows the
importance of synergy between the public and private sectors in expanding the
benefits of digital transformation for MSMEs (Fauzi & Sheng, 2022).

In addition, the results of the study also show that there is a research gap in
the study of the digital transformation of MSMEs in Indonesia. Most of the existing
studies still focus on macro impacts, such as the contribution of digitalization to
national economic growth. Meanwhile, empirical research on Al adoption strategies
at the MSME level is still limited. For example, there have not been many studies
that specifically explore the implementation of Al in certain sectors such as small-
scale manufacturing, traditional trade, or agroindustry. In fact, a more detailed
understanding of the needs of these sectors will help design more targeted policies.
These findings are in line with international literature that emphasizes the

importance of a local context-based approach in driving the digital transformation

of MSMEs (Chaurasia et al., 2020).
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The imbalance in digitalization adoption can also be seen from the difference
between MSMEs that have access to adequate infrastructure and those that do not.
MSME:s in urban areas generally have easier access to high-speed internet networks,
digital banking services, and training programs. On the other hand, MSME:s in rural
areas still rely on limited internet networks and are often unfamiliar with modern
digital services. This condition has the potential to widen the digital economy gap if
not addressed immediately. Therefore, equitable distribution of digital infrastructure
and strengthening digital literacy are top priorities so that the benefits of the
Industrial Revolution 4.0 can be felt by all Indonesian MSMEs. This is in line with
research that confirms that digital literacy is a key factor that determines the success
of MSME:s in utilizing digital technology for their business growth (Suryani et al.,
2022).

Other results show great potential in the integration of Al with the agro-
industrial sector. Some agricultural MSMEs have started using digital platforms to
manage supply chains, monitor production conditions, and market products to end
consumers. Al helps improve efficiency in distribution and reduce losses due to
overproduction or damage to goods. Although the implementation is still in its eatly
stages, this development shows that digital technology can strengthen the agro-
industry sector which has been the basis of the regional economy. However, support
in the form of technology training, access to financing, and investment incentives is
still needed to accelerate Al adoption in this sector (Ashta & Herrmann, 2021).

Overall, the results of this study confirm that the adoption of digitalization

and Al has a great positive impact on Indonesian MSMEs, both in terms of
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increasing efficiency and expanding the market. However, gaps in digital literacy,
infrastructure, and capital are factors that still hinder the acceleration of digital
transformation. Thus, a collaborative strategy is needed between the government,
the private sector, and the MSME community to ensure that digital transformation
is inclusive and sustainable. If this can be realized, Indonesian MSMEs have the
potential to become the main actors in accelerating national economic growth in the

era of the Industrial Revolution 4.0.

5. Discussion

The results of this study show that the digitalization and adoption of artificial
intelligence (AI) by MSMEs in Indonesia has had a positive impact, but at the same
time it poses complex challenges. In general, the results of the study show that
digitalization is able to increase operational efficiency, expand market access, and
strengthen the competitiveness of MSMEs. However, obstacles in the form of
limited capital, low digital literacy, and inequality in digital infrastructure are still the
main inhibiting factors. These findings are in line with previous literature that
emphasizes that the readiness of MSMEs to adopt Industry 4.0 is determined by a
combination of internal factors (human resource capacity, capital, business strategy)
and external factors (infrastructure, policies, technology support) (Low et al., 2022).

Another important discussion was about the role of government policies in
supporting the acceleration of the digital transformation of MSMESs. Programs such
as Making Indonesia 4.0 have provided strategic direction, but their implementation

often does not reach MSME actors at the micro level. Many digital training programs
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are still centralized in big cities and have not responded to the specific needs of
MSME:s in rural areas. This has the potential to widen the digital divide between
regions. Therefore, the MSME digitalization policy needs to be designed with a
contextual approach that considers the diversity of social, economic, and
infrastructure conditions in each region. Cross-border studies also show that
inclusive, incentive-based, and collaborative policy support with the private sector
tends to be more effective in accelerating Al adoption in the MSME sector (Fauzi
& Sheng, 2022).

In addition, the discussion also highlighted the urgency of increasing digital
literacy. The results of the study show that although digital infrastructure is growing,
its use is often not optimal due to the limited skills of MSME actors. This indicates
that digital literacy is not only the ability to use devices, but also a strategic
understanding of how technology can increase productivity and business innovation.
Good digital literacy allows MSME actors to utilize Al for customer data analysis,
digital marketing, and more evidence-based decision-making. Thus, digital literacy
programs must be focused not only on technical aspects, but also on strengthening
the managerial capacity of MSMEs. The latest literature emphasizes that
strengthening digital literacy is a crucial factor to bridge the technology adoption gap
among MSMEs, both in developing and developed countries (Nugroho & Andarini,
2020).

Thus, the discussion of the results of this study emphasizes that the digital
transformation of MSMEs in Indonesia is a multidimensional process that requires

synergy between the government, the private sector, and the business actors
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themselves. MSMEs that are able to adopt Al will gain significant competitive
advantages, but their success is largely determined by adequate ecosystem support.
Without improvements in digital literacy aspects, inclusive policy support, and
equitable distribution of infrastructure, the benefits of the Industrial Revolution 4.0
will only be felt by a small number of MSMEs. Therefore, the main recommendation
of this study is the need for an integrative strategy that combines human resource
capacity building, equitable digital infrastructure development, and closer

partnerships between the government and the private sector.

6. Conclusion

This research emphasizes that digital transformation in the era of the
Industrial Revolution 4.0 provides great opportunities for MSMEs in Indonesia to
increase efficiency, expand the market, and strengthen competitiveness. The
integration of digital technology, especially artificial intelligence (AI), has been
proven to be able to help MSMEs in the aspects of automation, customer data
analysis, demand prediction, and digital marketing. The application of Al in the e-
commerce, digital banking, and manufacturing sectors has shown positive results in
encouraging innovation and improving business performance. However, Al
adoption at the MSME level still faces various structural obstacles, ranging from
limited capital, low digital literacy, to infrastructure gaps between regions. The
Covid-19 pandemic has proven to be a catalyst for accelerating digitalization,

encouraging many MSMEs to adopt digital technology to survive.
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However, the acceleration also shows a gap, where urban MSMEs are more
adaptive than MSMEs in rural areas. This shows the importance of inclusive
government policies, accompanied by private sector support through mentoring
programs and strategic partnerships. Another important conclusion is that the
success of MSME digital transformation is not only determined by the availability of
technology, but also by the capacity of human resources and a strong supporting
ecosystem. Increasing digital literacy is the key to maximizing the benefits of
technology. In addition, multi-stakeholder collaboration between the government,
the private sector, and the MSME community is needed so that the digitalization
process can take place more evenly and sustainably. With this integrative strategy,
Indonesian MSMEs have the potential to become the main motor in accelerating
national economic growth and answering the challenges of global competition in the

era of the Industrial Revolution 4.0.
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